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Then:
Receivers leave the group

Cisco keeps the states with Oif=Null
(%, 224.2.246.13), 07:33:23/00:02:59, RP AL.B.C.D, flag=s: 3F
Incoming interface: ATMO/0.1, RPF nbr Z.T.TW.

Int Limit 765 kbp:
Outgoing interface list: MNull

[128.223.83.26/32, 224.2.246.13), 00:00:36/00:02:23, £lag=s: PI
Incoming interface: ATMO/0.1, RPF nbr Z.T.TW.
Int Limit 765 kbp:
Cutgoing interface list: MNull

[130.2493.658.35/32, 224.2.246.13), 00:0Z2:46/00:00:13, £lag=: PT
Incoming interface: ATMO/0.1, RPF nbr Z.T.W.
Int Limit 765 kbp:
Cutgoing interface list: MNull

PIM-SM domain-RP

mcast router 1 mcast router 2 mcast router 3
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Then:

“Nasty” attack comes - some “left over” from old DVMRP tunnels ....
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Then:

Cisco sees DVMRP probes, sets C flag for interoperability and ... .. starts to send

(*,() joins because oflocally connected receivers

(%, 224.2.246,13), 07:29:03/00:02:59, RP A.B.C.D, Eldgs: STPC
Incoming interface: ATMO/0.1, BPF nbr X.¥.W.Z
Int Limit 763 kbps
utgoing interface list: MNull

[1258.2253.83.26/32, 224.2.246.13), 00:02:15/700:00¢: 41 , flags: ECT
Incoming interface: ATMO/0.1, FPF nbr X.¥.W.Z
Int Limit 763 kbps
Dutgoing interface list: MNull

[130.243.65.35/32, 224.2.246.13), 00:01:34/00:01: 25, flags: BLT
Incoming interface: ATMO/0.1, BEPF nbr X.¥.W.Z
Int Limit 765 kbps
Outgoing interface list: MNull

4 WS-mrouted

PIM-SM domain-RP

one way configuration from
WS to the router

Mo tunnel on the router

mcast router 1 mcast router 2 mcast router 3
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The result:

Traffic on the outgoing interface of RP towards a downstream router
A DVMRP tunnel configured on a WS
‘ﬁ-ut 2500 km from the router
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How to detect: “debug ip dvimrp detail”

How to prevent: “deny igmp from the host IP address”
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